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1. Introduction 

This white paper contains an analysis of the legal effectiveness of the Connective "eSignatures" solution 

(hereinafter Connective eSignatures). In the first part, we briefly touch upon the relevant provisions of 

Regulation 910/2014 on electronic identification and trust services for electronic transactions in the 

internal market (hereinafter the eIDAS Regulation). 

In the second part, we give a description of the key features of Connective eSignatures and compare 

them with the requirements set out in the eIDAS Regulation. This allows us to assess whether the 

electronic signatures produced by Connective eSignatures are legally binding. 

Based on our analysis, if it is properly configured, Connective eSignatures allows the creation of 

electronic signatures within the meaning of Article 3(10) of the eIDAS Regulation and even, depending 

on the signature method chosen by the customer or user, certain advanced and qualified electronic 

signatures (within the meaning of Articles 3(11) and 3(12) of the eIDAS Regulation). Connective has 

also included in Connective eSignatures means guaranteeing the long-term validity of these electronic 

signatures, namely an integration with third-party electronic time-stamping officially recognised 

certificate authorities (CAs). 

In this context, and with proper configuration, Connective eSignatures as an electronic signature solution 

allows the management of a signing process that complies with the requirements for all kinds of 

electronic signatures foreseen under the eIDAS Regulation. 

Note: this analysis is purely intended as a legal assessment under the rules of the eIDAS Regulation, 

and is not a technical assessment in any way. 
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2. Regulatory framework 

2.1 eIDAS Regulation 

eSign Directive – The previous legal framework on electronic signatures in the EU was 

Directive 1999/93/EC (the eSign Directive). One of the biggest shortcomings of the eSign Directive 

was the lack of interoperability between electronics signature solutions in different EU Member States. 

While the Directive specified the legal effects of electronic signatures, it did not include any provisions 

for ensuring acceptance in one EU Member State of an electronic signature already recognised in 

another. It was therefore highly uncertain whether electronic signatures would be accepted in cross-

border electronic transactions, even within the EU. 

On 23 July 2014, the eSign Directive was repealed and replaced by the eIDAS Regulation. In that way, 

the European legislator hoped to boost the use of electronic signatures and other trust services (such 

as electronic time-stamping services), and to contribute to the creation of a digital single market. The 

majority of the provisions of the eIDAS Regulation applied from 1 July 2016.  

eIDAS Regulation – In 2014, the European Union adopted a new regulatory framework in the form of a 

Regulation, rather than a Directive. This has important consequences as a Regulation does not need to 

be transposed in the EU Member States' national laws but is directly applicable in all EU Member States. 

Consequently, businesses are no longer confronted with varying national electronic signatures laws.  

The eIDAS Regulation nevertheless has some of the same limitations as the eSign Directive: while it 

aims to ensure the legal effectiveness of electronic signatures and their admissibility as evidence in 

legal proceedings, the conclusion and validity of (electronic) agreements remains a matter of national 

law (see section 2.2 below). 

In the eIDAS Regulation, next to the broad concept of "electronic signature", there are two additional 

variants, namely "advanced electronic signatures" and "qualified electronic signatures". 

2.1.1 Simple electronic signatures 

Broad definition – A simple 'electronic signature' or SES is defined broadly in the eIDAS Regulation. 

According to Article 3(10) of the eIDAS Regulation a simple 'electronic signature' is data in electronic 

form which is attached to or logically associated with other data in electronic form and which is used by 

the signatory to sign. No reference is made to a specific technology.  

Recital 26 to the eIDAS Regulation clarifies that because of the pace of technological change, the eIDAS 

Regulation should adopt an approach which is open to innovation. In addition, Recital 27 explicitly states 

that the Regulation should be technology-neutral and that the legal effects it grants should be achievable 

by any technical means, provided that the requirements of the Regulation are met.    

We can infer three criteria from the definition of an "electronic signature" in the eIDAS Regulation, 

namely: (i) the existence of data in electronic form, (ii) attached to or logically associated with other data 

in electronic form and (iii) used by the signatory to sign. The eIDAS Regulation does not further define 

or explain these criteria, and thus leaves room for interpretation and technological innovation. In 
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practice, "electronic signature" can cover a broad range of electronic tools that capture the intent of the 

signatory to approve the content of a document. This may include PIN codes, one-time passwords, e-

mail signatures, electronic identity cards, scanned signatures, symmetric or public key cryptography 

signatures and biometric signatures. 

Legal effect – Article 25(1) of the eIDAS Regulation states that an electronic signature cannot be denied 

legal effect and admissibility as evidence in legal proceedings solely on the grounds that it has an 

electronic form or that it does not meet the requirements for qualified electronic signatures. As a 

consequence of this provision, EU Member States cannot adopt or maintain legislation that rejects the 

legal effect or admissibility as evidence of electronic signing tools solely because of their electronic 

format or non-qualified nature.  

The fact that a simple 'electronic signature' may not be denied legal effect and admissibility as evidence 

based on certain technical characteristics does not necessarily mean that it will receive the same legal 

treatment as a handwritten signature. National rules regarding the free consideration of evidence by 

courts also remain unaffected. 

2.1.2 Advanced electronic signatures 

Four technology-neutral criteria – An ‘advanced electronic signature’ or AES is defined by Article 

3(11) of the eIDAS Regulation. According to this provision, an AES is a simple 'electronic signature' that 

meets the requirements of Article 26 of the eIDAS Regulation, i.e. (i) it is uniquely linked to the signatory; 

(ii) it is capable of identifying the signatory; (iii) it is created using electronic signature creation data that 

the signatory can, with a high level of confidence, use under his sole control; and (iv) it is linked to the 

data signed therewith in such a way that any subsequent change in the data is detectable. The definition 

of an AES is therefore technology-neutral. By way of further confirmation, Recital 26 to the eIDAS 

Regulation affirms that the eIDAS Regulation is or should be open to innovation, and Recital 27 adds 

that the legal effects it grants should be achievable by any technical means.  

Public-key cryptography – Nowadays the term ‘advanced electronic signature’ is used mainly to refer 
to electronic signatures that are based on digital signature technology that make use of public-key 

cryptography. In this context, such signature will be seen as a digital file containing a hash of the 

document obtained by encryption with the private key of the signatory. The corresponding public keys 

enable the verification of this signature. The digital certificate, particularly an electronic attestation, which 

links the data for validating the signature to a natural person and verifies at least the name 

or the pseudonym of that person, confirms that the signatory is the owner of the public key in question.  

Remote signatures – As a result of the technology-neutral definition of an AES, other technologies that 

make it possible to produce an AES are not excluded, provided that the four aforementioned 

requirements are met. For instance, Recital 52 specifically mentions the creation of remote electronic 

A simple electronic signature may not be denied legal effect and admissibility as evidence 

in legal proceedings solely on the grounds that it is in an electronic form or that it does 

not meet the requirements for qualified electronic signatures. 
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signatures through an electronic signature creation environment managed by a trust provider on behalf 

of the signatory. According to this Recital, remote electronic signatures should receive the same legal 

recognition as electronic signatures created in an entirely user-managed environment, on the condition 

that the remote electronic signature service provider applies specific management and administrative 

security procedures and uses trustworthy systems and products, in order to guarantee that the electronic 

signature creation environment is reliable and is used under the sole control of the signatory. Given the 

broad formulation of Recital 52, a signatory could choose to store his private key in the cloud, provided 

that the four abovementioned conditions are fulfilled. It may even be possible for the signatory to use 

a cloud-based electronic signature solution that does not require any signatory keys at all. 

Increased level of trust – The eIDAS Regulation does not grant any legal effect to an AES different 

from the legal effect granted to a SES. The notion nevertheless serves as a building block in the 

definition of a qualified electronic signature (see section 2.1.3 below).  

An AES, such as a PIN code or a scanned signature attached to a document, is also generally 

considered to be of a higher technical security level. Hence, AES are normally recognised as being 

more trustworthy and possessing a higher evidential value in judicial proceedings. However, the 

technical method used is only one of the elements that will be taken into account by court. Consequently, 

the trustworthiness of a specific digital certificate-based electronic signature can be questioned in one 

particular case, while the court may decide in another case that a PIN code provides sufficient evidence. 

2.1.3 Qualified electronic signatures 

Extensive set of criteria – The definition of a 'qualified electronic signature' or QES is contained in 

Article 3(12) of the eIDAS Regulation, which states that a QES is an AES that is created by a QES 

creation device, and which is based on a qualified certificate for electronic signatures.  

Article 3(15) of the eIDAS Regulation specifies that a qualified certificate for electronic signature means 

a certificate for electronic signatures that is issued by a qualified trust service provider and meets the 

requirements laid down in Annex I to the eIDAS Regulation. A qualified trust service provider is a trust 

service provider who provides qualified trust services in accordance with the requirements set out in 

section 3 of the eIDAS Regulation. For QES, this means in practice the commercial or governmental 

certificate authority that certifies the ownership of a named person’s public key by issuing a digital 
certificate.  

Although the legal effects of advanced electronic signatures are not different from those 

for "simple" electronic signatures, advanced electronic signatures are generally 

considered to be more trustworthy and to possess a higher evidential value in legal 

proceedings. Moreover, the eIDAS Regulation seems to pave the way for the use of cloud-

based advanced electronic signatures, whereby the electronic signature environment is 

managed by a trust service provider on behalf of the signatory. 
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In addition, a QES must be created by a QES creation device. Annex II to the eIDAS Regulation sets 

out requirements to be met to safeguard the trustworthiness of data on such a device, and the software 

or hardware (e.g. a smart card or a USB token) used to create the signature must comply with these 

requirements. 

Remote signatures – With respect to QES, Recital 51 to the eIDAS Regulation clearly states that QES 

creation devices (e.g. a cloud-based hardware security module) can be entrusted to the care of a third 

party, provided that appropriate mechanisms and procedures are implemented to ensure that the 

signatory has sole control over the use of his or her electronic signature creation data (e.g. his/her digital 

certificate) and the QES requirements are met by the use of the device (e.g. through a mobile app). 

Equal to handwritten signature – Article 25(2) of the eIDAS Regulation describes the legal effect 

attributed to a QES. Under that provision, a QES is automatically deemed equal to a handwritten 

signature and has the equivalent legal effect. Moreover, based on Article 25(3), a QES based on a 

qualified certificate issued in one EU Member State must be recognised as a QES in all other 

EU Member States.  

2.2 Validity and enforceability of electronic agreements 

Next to the question of the legal effectiveness of electronic signatures, questions arise in relation to 

(i) the validity of an electronically signed agreement and (ii) the evidentiary value and enforceability of 

an electronically signed agreement. 

Validity – In order to answer the first question, we should examine the formal requirements that need 

be fulfilled in order to validly conclude an agreement. ‘Consensualism’ is a fundamental principle 
in European contract law according to which (a) the freely given and mutual consent of the contracting 

parties suffices to conclude a valid agreement and (b) no formal requirements, such as a written 

document, registration or signatures, are required. In this context, a signature is merely an embodiment 

of such consent, rather than a requirement for validity of the agreement. 

Agreements can be entered into verbally, in writing, electronically or even implicitly. However, various 

EU Member States have introduced exceptions to this fundamental principle. This has for instance been 

the case in certain countries with respect to public procurement agreements, real estate agreements, 

consumer agreements, settlement agreements and agreements of suretyship. While exceptions 

certainly exist, for the vast majority of agreements the mere consent of the contracting parties will suffice 

and no signatures will be needed to conclude a valid agreement. 

A qualified electronic signature automatically has the equivalent legal effect of a 

handwritten signature and must be recognised in other EU Member States. Moreover, the 

eIDAS Regulation contemplates the possibility of remote, cloud-based qualified electronic 

signatures, whereby a third-party trust service provider manages the electronic signature 

environment on behalf of the signatory. 
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Enforceability – Next to validity, one must check whether agreements can be validly enforced, as there 

is a significant difference between concluding a valid agreement and being able to enforce that 

agreement by proving its existence and contents. 

Each EU Member State has its own rules concerning the evidentiary value and enforceability of 

agreements. In civil law countries such as Belgium, France and Italy, the nature of the relationship 

between the parties has an impact on the degree of freedom in proving the agreement. In B2B disputes, 

any form of evidence (e.g. any type of writing, testimony, e-mail or factual element) will be admissible. 

It of course remains up to the court to assess the evidentiary value of the submitted evidence. In B2C 

or in disputes between private persons, the forms of evidence that are allowed are regulated. For 

instance, if a dispute is valued above a certain monetary amount, only a signed agreement (this is a 

written document signed by the parties undertaking obligations) will be accepted as evidence.  

Most jurisdictions however allow a contractual deviation from the rules of evidence. This implies that 

parties can contractually agree which means of evidence will suffice, and/or which evidentiary value is 

attributed to certain documents. To illustrate, online banking services often foresee in their terms and 

conditions that users agree that where they confirm a transaction with a card reader, this electronic 

signature will be considered to meet the functional requirements of a handwritten signature. 

Finally, even when evidence is regulated (e.g. in B2C transactions), other evidence (e.g. e-mails 

describing the content of an agreement) is typically given at least basic evidentiary value, whether by 

law or in practice. 

While there are differences among EU Member States, it is reasonable to state that (i) the 

vast majority of agreements do not require any formalities to be valid and (ii) for most 

contractual disputes any evidence (e.g. any type of electronic signature) is admissible with 

a view to demonstrating the enforceability of an agreement. 
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3. Connective eSignatures compliance 

assessment 

3.1 Description of Connective eSignatures  

Cloud solution – Connective eSignatures is a cloud-based Software-as-a-Service electronic 

signature solution that allows users to manage the signing process for a document, from upload to 

signing and sealing. Connective eSignatures can be used on various devices, including mobile devices 

and computers, through an app or a web browser, and can also be integrated within other applications 

through the use of Connective's own APIs. Connective eSignatures handles user verification for most 

of the signature methods, and incorporates certain data into the signature in the document. 

To start the signing process, the user uploads a document onto Connective eSignatures (e.g. a PDF 

file; several formats are supported), whether from his or her device or from a supported cloud hosting 

solution (e.g. Dropbox, Google Drive, OneDrive). The user can then specify a category of document, 

language and legal notice if relevant. Afterwards, the user identifies the location of the signature fields 

and signatories (giving certain information on the signatory's identity, with at a minimum name and e-

mail address), as well as - per signatory and signature field - the available signature methods and, if 

needed, a legal notice on individual signatory level. If a specific signing sequence is required (e.g. A is 

required to sign before B), this can also be specified.  Finally, Connective eSignatures includes features 

such as an expiry date (on which the document becomes inaccessible), signature tracking (to verify at 

any time which signatures are missing) and automatic reminders. 

Authentication – Authentication is a two- and sometimes three-step process. 

1. When using Connective eSignatures, the initiator of the signing process (the user uploading the 

document) has to provide information on each signatory to allow Connective to send that user 

a notification that a document is available for signature. 

2. Afterwards, Connective eSignatures verifies the signatory's identity from the perspective of 

access to the document. By default, this is achieved by sending an e-mail with a unique URL to 

a signatory. Because most signatories have unique access to one e-mail account, this is 

considered the first level of authentication. The URL link required to sign the document is 

comprised of unique identifiers that are specific to the transaction. After having clicked on said 

URL link, signatories can create a facsimile of a handwritten signature on screen (e.g. using a 

mouse, stylus or their finger) and click a button (displaying “sign”) to sign. 
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3. The third stage of authentication occurs when using anything other than the most basic signing 

method (i.e. anything other than "manual" signing): 

Manual Signing No additional verification at signing time. 

E-mail OTP 

(one-time password) 

Additional verification of the signatory’s email address via a one-time 

password sent to the email address which has been provided by the 

Connective eSignatures initiator. 

SMS OTP Additional verification of the signatory’s mobile phone number via an 
OTP sent to the mobile phone number which has been provided by the 

Connective eSignatures initiator. If no mobile number has been 

registered in Connective eSignatures, the SMS OTP signing option will 

not be available. 

Biometric No additional verification at signing time, however the biometric data of 

the signatory is included in the signature image, which can in dispute 

afterwards be made available to a forensic expert, who can use this 

data and a specific tooling to verify and compare this with other 

signatures of the same person. 

iDIN Authentication and identification via the iDIN scheme. Connective 

eSignatures will receive personal information about the authenticated 

user via iDIN, at least first name initials, last name, unique iDIN 

identifier, (out of the KYC of the banks, related back to the Dutch identity 

card).  

Belgian eID 

(same for "manual + eID" 

signing method) 

Pin code to unlock the private key on the smartcard. Extra signatory 

validation is possible, through checking the NRN (national registry 

number - the use of which is strictly regulated in Belgium) or a 

combination of name, first name and birthdate at signing time. 

LawyerID Pin code to unlock the private key on the smartcard. Extra signatory 

validation by checking the Lawyer UID (unique lawyer ID) at signing 

time can be configured 

itsme® Unique validation code sent to the user's itsme app, and autorisation 

within itsme needed to allow the transaction to go further. 

Digital signatures – For the Belgian eID and LawyerID signing methods, the signatory’s certificate is 
cryptographically bound during the signing process to the document using the private key held by that 

signatory. During the validation process, the reciprocal public key is extracted from the signature and 

used to both authenticate the signatory’s identity and help ensure that no changes were made to the 
document since it was signed. For all other signing methods, Connective's certificate is cryptographically 

bound during the signing process to the document using the private key held by Connective, in order to 

preserve the integrity of the document. 
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Audit trail – Connective eSignatures allows real-time visibility into the signature process, by giving 

the initiator access to a dashboard showing the signature status. This functional logging features 

information on when a document was uploaded, when it was signed, which signing method was used, 

the status of the signature process, the list of all signers and the list of all receives. After dispatch of the 

document for signature, Connective eSignatures handles automatic reminders and signature tracking to 

facilitate the signing process. 

Each (key) step in the signing process is also captured in an audit trail that is secured and that provides 

evidence in a clear format, easily produced, of each signatory's signature. Such information includes 

notably the functional logging information mentioned above, as well as more detailed information on the 

process (e.g. if a reminder was sent, time of the reminder, content and recipients; if an SMS was sent, 

time, content and recipient) and on the signatures (signature certificate, chain and certification list; 

timestamp certificate, chain and certificate revocation list; extra proofs set by the Connective 

eSignatures client; …). Such data is stored in XML files signed by Connective. This audit trail is by 
default only available to the administrator. 

In the event where a signatory signs using iDIN, the raw iDIN data which has been signed by the issuer 

(the Dutch bank) is saved in the audit trail within Connective eSignatures. 

Document certification – After the carrying out of one of the above-mentioned actions and 

authentications, the document will - except in the case of Belgian eID, itsme or LawyerID signing 

methods (as a result of their own certificates) - be sealed with the Connective AATL certificate (issued 

by a member of the Adobe Approved Trust List) and information related to the transaction is embedded 

into the seal. 

Connective eSignatures automatically certifies a final PDF of the signed document before distributing it 

to all participants. When recipients download and open the signed filed in a PDF viewer with certificate 

reading capabilities, a banner is displayed at the top of the document, which certifies that no 

unauthorised source tampered with the document during transit or at any point since the certification 

was applied. 

After all signatories have signed the document, Connective eSignatures also automatically stores all 

signed documents in a centralised, secure repository where they are easily accessible, and it works with 

an external partner for the transition towards electronic archiving. In addition, the Connective 

eSignatures API allows the integration of Connective eSignatures within other platforms such as 

document management solutions, ERPs, core banking systems, etc. 

Digital Certificates – For the production of AES or QES, Connective eSignatures does not issue digital 

certificates itself but carefully selects solutions that feature a recognised level of trust and that are 

capable of certifying the identity of the signatory (e.g. through the integration of the Belgian eID and 

itsme signing methods). 

Time stamp – Electronic time stamps record the precise time of signing and encrypt that information in 

the document to prevent tampering. Connective eSignatures works with a certificate authority 

(appearing on the relevant Member State trusted lists) to provide time-stamping. For regional reasons, 

Connective eSignatures can be configured to work with a specific, local time-stamping authority where 
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required by the partner or customer. Connective always advises to use a qualified time-stamping service 

to be able to guarantee the correctness of the time stamps and therefore their legal value. 

Cloud security – Within Connective eSignatures and throughout its own organisation, Connective has 

deployed a range of technical and organisational measures to protect the security and confidentiality of 

all data and documents entrusted to Connective.  This includes for instance client-side encryption (so 

that the storage component never sees unencrypted data), as well as adherence to various security 

standards (ISO 27002 and ISO 27005, ETSI EN 319401 and ETSI EN 319102 as well as where relevant 

the XAdES, PAdES and CAdES recommendations (ETSI EN 319 122-1, 122-2, 132-1, 132-2, 142-1, 

142-2). 

Connective eSignatures is hosted on the servers and cloud platform of a large service provider (across 

several regions), which itself has also allegedly deployed a wide range of measures to protect the 

confidentiality and security of the data it hosts (e.g. storage encryption). 

3.2 How Connective eSignatures can support eIDAS 

compliance 

This section of the white paper will review how the legal requirements for simple, advanced and qualified 

electronic signatures (as set out above) apply to Connective eSignatures.  

3.2.1 Connective eSignatures meets the European 

requirements of simple electronic signatures 

Requirements – In accordance with the definition of simple "electronic signatures" in the eIDAS 

Regulation, data in electronic form must be attached to or logically associated with other data in 

electronic form and be used by the signatory to sign. 

Connective eSignatures – Based on the above description of Connective eSignatures, we conclude 

with confidence that Connective eSignatures meets and often exceeds the requirements for a simple 

electronic signature: 

• ‘data in electronic form’ – Electronic signatures created with Connective eSignatures indeed consist 

of a string of data in electronic form. 

• ‘attached to or logically associated with other electronic data’ – The electronic signature can be 

attached by the signatory to a variety of electronic documents, whereby Connective eSignatures 

allows uploading multiple source document formats. 

• ‘used by the signatory to sign’ – Connective eSignatures has been designed in such a way that there 

is a clear focus on capturing the intent of the signatory to sign in the signature process: 

– The signatory will receive an e-mail entitled “Please sign your document or package with name 

[Name of the document or package]”, with the following wording before the hyperlink to Connective 

eSignatures: “Please click on the link below to sign your document or package [Name of the 

document or package]”;  
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– When the signatory reviews the document, he is requested to sign the document (the exact method 

- creating a ‘handwritten’ signature on screen, e-mail confirmation, etc. depends on the signing 

method). The placeholder for that signature is a form field in the document entitled "Your signature 

here [name]". 

– Clicking that field brings up a popup screen stating that "To start the signing process: read and 

scroll through all documents, declare that you have read all documents and click 'Start signing' at 

the bottom of the page."; 

– In order to sign a document, the signatory must therefore first scroll through the entire document, 

tick a box stating "I declare that I have read all documents and shall comply with the following 

policies" and then click on a button stating "Start signing";  

– The signatory is then guided through the signature process that applies to the relevant signing 

method, typically in two stages under the signatory's control (e.g. inputting the signatory's e-mail 

address for e-mail OTP signing, then submitting the OTP sent by e-mail) followed by a final stage 

without signatory involvement, namely the integration of the signature within the document. 

– Connective eSignatures only considers the document to have been signed by that signatory once 

these three stages have been completed. Connective eSignatures then informs the initiator of the 

signing process of the fact that the signatory has signed the document. 

The third criterion is therefore met, not as a result of the signature's appearance within the final 

document (which can be seen as a merely visual, esthetical feature without impact on the value of the 

electronic signature), but because of the multi-faceted approach to capturing the intent of the signatory 

to sign. This process is moreover important in the context of the formation of a contract between parties, 

as mutual consent between parties is the element that as a rule creates a contractual relationship 

between them. In the case of a contractual document being signed, therefore, a clear signature 

process (with notably the requirement to read the entire document before signing becomes possible) 

helps demonstrate the willingness of the signatory to be bound by the legal obligations set out in 

that document. 

As a result, in accordance with Article 25(1) of the eIDAS Regulation, an electronic signature produced 

with Connective eSignatures can, in principle, not be denied legal effect and admissibility as evidence 

in legal proceedings solely on the grounds of its technical features. This does not mean, however, that 

such an electronic signature automatically acquires the same legal validity as a handwritten signature. 

This will be reserved for the situations where a qualified certificate is used (see section 3.2.2 below). 

In addition, the audit trail and multi-factor authentication methods used within Connective eSignatures 

further strengthen the enforceability of even "basic" signing methods, compared to other commonly 

accepted electronic signatures: 

• Audit trail: in case of any dispute regarding the validity of the electronic signature, the audit trail 

generated by Connective eSignatures would be useful evidence to show the link between a signatory 

and a signature.  
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• Multi-factor authentication methods: where imposed on the signatory, multi-factor authentication 

increases the ability to properly authenticate the signatory and produce electronic signatures with an 

increased evidentiary value. 

Finally, Connective eSignatures implements specific security and technical measures to ensure that 

the data to be signed is not altered prior to signature, irrespective of the signing method chosen. Each 

page of the document to be signed is converted to an image to ensure that it cannot be altered, even 

before displaying it to the signatory. The data communication between the signatory and the application 

is done using an encrypted tunnel (HTTPS). The communication protocol of the application uses a 

security token to ensure no replay is possible. 

Connective eSignatures is therefore not merely a solution that allows one to produce simple electronic 

signatures in compliance with the eIDAS Regulation; in reality, it intends to make available additional 

layers to create greater trust and security. 

3.2.2 Nature of signing methods supported by Connective 

eSignatures 

Different signing methods, different classification – As described previously, the eIDAS Regulation 

makes a distinction between qualified electronic signatures (QES), advanced electronic signatures 

(AES) and all other, "simple" electronic signatures (SES). 

In order to assess whether Connective eSignatures allows the use of methods meeting the requirements 

of an advanced or even qualified electronic signature, it will be worthwhile examining each method in 

turn. 

By way of a reminder: 

• As indicated in section 3.2.1 above, the whole Connective eSignatures platform meets (and even 

exceeds) the requirements for SES under the eIDAS Regulation. This assessment applies to all 

signature methods supported by Connective eSignatures; 

• An AES must be: 

(i) uniquely linked to the signatory; 

(ii) capable of identifying the signatory (this requirement is easily met by all signing methods 

explained hereunder); 

Connective eSignatures allows one to produce simple electronic signatures. In addition, it 

strives to increase trust and security by (i) allowing advanced identification of the 

signatories, (ii) capturing the intent to sign in an unambiguous way and (iii) supporting 

the enforcement of the resulting electronic signature through its audit trail. 
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(iii) created using electronic signature creation data that the signatory can, with a high level of 

confidence, use under his sole control (this is typically the most challenging of these 

requirements, as "sole control" involves being able to establish that, with a high level of 

confidence, only the signatory could produce the digital signature in question); 

(iv) be linked to the data signed therewith in such a way that any subsequent change in the data is 

detectable (this requirement is met through the audit trail and AATL certificates mentioned 

earlier). 

• A QES must be an AES that, in addition, is: 

(i) based on a qualified certificate (issued by a qualified trust service provider and meeting the 

requirements of Annex I to the eIDAS Regulation; a certificate containing a signatory key and 

the identity of the owner issued by a qualified commercial or governmental certificate authority 

fulfils the definition of a qualified certificate); 

(ii) created by a qualified electronic signature creation device (configured hardware or software 

[e.g. a smart card, a USB token, a cloud-based hardware security module, …] used to create 

an electronic signature and meeting the requirements of Annex II to the eIDAS Regulation). 

Preliminary note on identification of the signatory – Before examining each signature method, it is 

important to note that of all the signature methods, half rely solely on the information given by the initiator 

of the signing process in order to identify the signatory, while the other half benefit from third-party 

confirmation of identity. This will be discussed for each signing method below. 

Manual Signing – The "manual signing" method meets the SES requirements. However, the first and 

third AES conditions ("uniquely linked" and "sole control") present a challenge, given that any other 

person could recreate a scribble that is indistinguishable from the signatory's (in particular as a result of 

the imprecision inherent in drawing a signature with a mouse, if a mouse is used). Unlike with 

handwritten signatures, the imprecision of a digitally drawn signature (in this particular signing method) 

creates a lack of detail that limits the unique link of the signature with the signatory as well as the sole 

control over the signature creation data (in this particular case, the method for reaching the end result 

of the signature). Moreover, manual signing (like certain other signing methods) relies solely on the 

information provided by the initiator in order to verify an individual's identity; as a result, there is no 

means integrated within the signing method itself or the signature process more broadly that can help 

mitigate these limitations. Recognising these limitations, Connective itself recommends to only use 

manual signing in the context of face-to-face signing sessions. Therefore, "manual signing" fails the AES 

test (and therefore also the QES test). 

E-mail OTP – The e-mail OTP (one-time password) method also meets the SES requirements. As with 

manual signing, e-mail OTP relies on information provided by the initiator to verify the signatory's 

identity. However, the use of an OTP (six digits long, reset any time the signatory requests a new one) 

sent to the e-mail address indicated by the initiator as the signatory's address can be viewed as reaching 

a higher level of security than the manual signature method. However, because the OTP itself is 

generated by Connective eSignatures, the "sole control" condition must be deemed not to be met. 

Therefore, e-mail OTP must in our view be considered to be a strengthened SES, but not yet an AES 

or QES (though see in this respect the section on "Transforming a SES into an AES" below). 
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SMS OTP – The SMS OTP (one-time password) method is similar to the e-mail OTP method. The key 

difference between SMS OTP and e-mail OTP is that SMS OTP involves an additional authentication 

factor (a mobile phone, on top of the e-mail address that is necessary for receipt of the link to access 

the document). However, while this additional authentication factor further increases the level of 

uniqueness, the "sole control" criterion remains problematic. As a result, the SMS OTP method is 

among the most advanced SES methods available through Connective eSignatures, but it does not in 

our view meet the requirements for an AES or QES (see also section on "Transforming a SES into an 

AES" below). 

Biometric –  Biometric signatures are placed with tablets (currently Wacom tablets), which provide a 

specific layer, meaning that all signatures placed on any of the supported tablets will be recorded in the 

same way. When using such a biometric signature, the biometric data and other relevant transactional 

information is stored in the signature of the signatory. In case of dispute this could be used in 

combination with a specific application of the tablet manufacturer and a forensic expert to verify and 

analyse whether a person has signed a document or not. As a result of the captured information in 

relation to biometrics, the biometric signatures used within Connective eSignatures can be deemed to 

be uniquely linked to the signatory. In addition, as the manner of signing is specific to each individual, 

the data for signing (the image combined with the biometrics themselves) can be considered to be under 

the signatory's sole control. This (combined with the two other criteria for an AES, which are more 

easily established in the case of all Connective eSignatures signing methods) leads us to conclude that 

the biometric signing method in Connective eSignatures can be viewed as an AES. However, in the 

absence of any certification, it will not be able to qualify as a QES. 

iDIN – When using iDIN as a signing method, the signatory is asked to select the (Dutch) bank with 

which he or she has an account, and through a dedicated iDIN page on that bank's website is asked to 

confirm (after logging into the account) that certain data can be shared with Connective eSignatures. 

That data will include at least first name initials, last name and unique iDIN identifier. Connective 

eSignatures then embeds information related to the transaction and the identity of the signatory into the 

signature. The data used for this signing method is arguably uniquely linked to the individual (though 

the limitation in some cases to first name initials limits this to a certain extent). As the signature creation 

data comes from the information shared by the bank with Connective eSignatures (and as the signatory 

has to log into his or her account on the bank's website beforehand), one can also argue that this data 

is under the sole control of the signatory (as without logging in to the bank as the signatory and using 

the proper authentication method, no one else can generate such a signature). This (combined with the 

two other criteria for an AES, which are more easily established in the case of all Connective eSignatures 

signing methods) leads us to conclude that the iDIN signing method in Connective eSignatures can be 

viewed as an AES. However, in the absence of any certification, it will not be able to qualify as a QES. 

Belgian eID (and "manual + eID" method) – Connective eSignatures allows the initiator to select two 

signing methods that involve the Belgian eID (digital identity card). The first involves only eID signing, 

while the second combines eID signing with the "manual signing" method described previously (as an 

additional visual layer without any impact from a legal perspective). The Belgian eID was conceived as 

a QES from the outset. It has FEDICT, the IT department of the Belgian government, as its root 

certificate authority, and requires the use of an eID card reader, which is a qualified electronic 

signature creation device. In relation to the AES criteria (which also form part of the QES 
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requirements), with the eID, there is notably a unique link with the signatory (through the uniqueness 

of the certificate for each individual) and sole control by the signatory (through the need for physical 

possession of the eID card and knowledge of the PIN code of that eID card). To sign using eID, the 

signatory has to connect a card reader to his or her device (as well as download the relevant eID and 

Connective eID browser packages) and authenticate using his or her PIN code through the eID browser 

package or card reader directly (depending on the card reader). After authentication, the eID certificate 

will be read and integrated in the signature.  

LawyerID – The LawyerID signing method is a QES that is created through the use of a lawyer card 

issued by the company Zetes SA/NV (appointed by the Belgian bar associations). The LawyerID signing 

method is an additional functionality of such lawyer cards that, depending on the bar association, has 

to be activated separately (for a fee). It features Zetes as its root certificate authority for the LawyerID, 

and requires the use of specific card readers supported by Zetes (all of which are qualified electronic 

signature creation devices). In relation to the AES criteria (which also form part of the QES 

requirements), with the LawyerID, there is notably a unique link with the signatory (through the 

uniqueness of the certificate for each lawyer) and sole control by the signatory (through the need for 

physical possession of the LawyerID card and knowledge of the PIN code of that LawyerID signature 

function, which moreover is by default different from the PIN code for the LawyerID card itself). To sign 

using LawyerID, the signatory has to connect a card reader to his or her device (as well as download 

the relevant Connective browser package) and authenticate using his or her PIN code through the 

browser package or card reader directly (depending on the card reader). After authentication, the 

LawyerID certificate will be read and integrated in the signature. 

itsme® – Originally intended for authentication only (and initially mainly for banks), itsme is a mobile 

application developed by the company Belgian Mobile ID SA/NV. In September 2018, electronic signing 

functionality integrated within itsme gained QES status through the recognition of Belgian Mobile ID as 

trust service provider in Belgium for electronic signatures. This signing functionality features Belgian 

Mobile ID SA/NV as its root certificate authority, and it requires the use of an application on a 

smartphone uniquely linked to the signatory (the combination of which will be considered a qualified 

electronic signature creation device). In relation to the AES criteria (which also form part of the QES 

requirements), with itsme, there is notably a unique link with the signatory (through the fact that the 

identity in itsme is controlled by the bank that first validates the account or the Belgian Government if 

the Belgian eID option is chosen to onboard to itsme, and that each individual's profile on itsme is 

unique) and sole control by the signatory (through the need for physical possession of the mobile device 

on which the application is installed and some authentication method [fingerprint or PIN code] for 

authentication). To sign using itsme, the signatory has to open the itsme mobile application and confirm, 

after authentication, the signature request from within the itsme mobile application. After such 

confirmation, the itsme signature certificate will be read and integrated in the signature. 

Transforming a SES into an AES – Some of the signing methods examined above are therefore by 

default classified as SES and not AES, in particular where they are not normally able to meet the AES 

requirement of "sole control". However, it may be possible for an onboarding procedure that increases 

the confidence of sole control over the signature creation data to transform a SES into an AES. It is 

therefore crucial to examine in practice whether the particular implementation at the level of onboarding 

of e.g. e-mail or SMS OTP could be sufficient to create sole control "with a high level of confidence". 
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In other words, without additional onboarding: 

Signing method SES AES QES 

Manual signing ✓ ✗ ✗ 

E-mail OTP ✓ ✗* ✗ 

SMS OTP  ✓ ✗* ✗ 

Biometric ✓ ✓ ✗ 

iDIN ✓ ✓ ✗ 

Belgian eID ✓ ✓ ✓ 

Manual + Belgian eID ✓ ✓ ✓ 

LawyerID ✓ ✓ ✓ 

itsme ✓ ✓ ✓ 

* See section on "Transforming a SES into an AES" above 

Long-term validity – For the sake of completeness, it is worth reiterating that time-stamping services 

(provided by an external certificate authority - see section 3.1 above) allow signatories to ensure the 

long-term validity of electronic signatures. 

Choice between signing methods – Given that the different signing methods are classified differently 

under the eIDAS Regulation, it is recommended for users of Connective eSignatures that they verify 

which settings are most appropriate in the light of the nature of the document and desired legal 

consequences, in particular given that certain kinds of documents can only be validly signed through 

the use of a qualified electronic signature. Connective eSignatures supports all methods, but the choice 

of appropriate signing method is left to the initiator of the signing process. 

 

Connective eSignatures allows the use, depending on the choices of the initiator of the 

signing process (based on the nature of the document and desired legal consequences), of 

simple, advanced and qualified electronic signatures, in a manner that enables long-term 

validity of such signatures. 
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4. Conclusion 

Connective eSignatures is a cloud-based electronic signature solution that handles all key aspects of 

the electronic signature process. 

When using Connective eSignatures, the onboarding of signatories remains the responsibility of the 

initiator of the signing process, except in specific cases that involve onboarding by a third party (Belgian 

eID, itsme or iDIN). As a result, when using the other available signing methods, it is up to the initiator 

to verify the signatory’s identification data and contact details, such as name, e-mail address and mobile 

phone number. 

After this identity verification, all other steps are handled by Connective eSignatures directly or through 

Connective eSignatures with the involvement of a third-party service provider (e.g. for time-stamping), 

and all individuals listed as signatories follow a procedure that involves various (single- or multi-factor) 

authentication methods (e.g. one-time passwords, PIN codes for cards, etc.). 

Moreover, Connective eSignatures has been built in such a way that the process clearly captures the 

intent of the signatories. Finally, in order to protect the final and signed document against subsequent 

changes, Connective eSignatures maintains an audit trail that records any changes made to the signed 

document and certifies the final document before circulating it to all participants. 

With its breadth of signing methods supported, Connective eSignatures allows the initiator of the signing 

process to choose the settings that are most appropriate to the document in question and intended legal 

consequences. 

Where this is properly done, we conclude with confidence that Connective eSignatures is a tool that 

allows to produce simple electronic signatures that meet or even exceed the requirements of a (simple) 

"electronic signature" (SES) as defined in Article 3(10) of the eIDAS Regulation. This means that 

according to Article 25.2 of the eIDAS Regulation, they may not be denied legal effectiveness solely 

based on their technical characteristics.  

While such an SES does not automatically have the same legal effect as a handwritten signature, from 

the perspective of the intended use of electronic signatures as a means to more easily and flexibly 

conclude valid agreements and from an enforceability point of view, an SES will often be considered as 

adequate. When courts need to assess the value of the submitted evidence to them, they will generally 

give more evidential weight to documents that are electronically signed with more trustworthy and secure 

technology. In this respect, Connective eSignatures provides important evidentiary value by providing a 

multi-factor authentication in several cases, registering every single action on Connective eSignatures 

in all cases and certifying the signed document in each case as well.  

Furthermore, depending on the chosen settings and the onboarding procedure implemented in practice 

(where applicable), these signatures can also meet the requirements for an advanced electronic 

signature (as defined in Article 3(11) of the eIDAS Regulation - AES) or even those of a qualified 

electronic signature (as defined in Article 3(12) of the eIDAS Regulation - QES). Support for such QES 

solutions means in practice that in accordance with Article 25 of the eIDAS Regulation, certain 

signatures created through Connective eSignatures have a legal effect equivalent to that of a 
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handwritten signature and are recognised in other EU Member States. Connective eSignatures is then 

an innovative tool to support and facilitate the process of producing AES and QES.  

Finally, Connective eSignatures works with external trust providers to offer reliable means to guarantee 

the long-term validity of such signatures. 

 

  

Connective eSignatures is an electronic signature solution that allows one to manage an 

end-to-end signing process compliant with all types of electronic signatures available 

under the eIDAS Regulation. Connective eSignatures in particular allows users to configure and build workflows in accordance with the user’s specific compliance, industry 
and risk profile. 
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6. U.S. Law Addendum  

6.1 INTRODUCTION 

This Addendum is attached and incorporated into the Connective eSignatures Assessment in Relation 

to European Union Electronic Signature Rules (the “White Paper”). The first part of this Addendum 
discusses United States’ law applicable to electronic signatures and transactions in the U.S. market, 
specifically the Electronic Signatures in Global and National Commerce Act (“ESIGN”) and the Uniform 
Electronic Transactions Act as approved and recommended by the National Conference of 

Commissioners on Uniform State Laws in July 1999 (“UETA”) (collectively referred to as the “U.S. 
eCommerce Laws”). 

The second part of this Addendum compares the key functions of Connective eSignatures with the 

requirements of the U.S. eCommerce Laws to assess whether the electronic signatures produced by 

Connective eSignatures are legally binding. 

Based on our analysis, if it is properly configured, Connective eSignatures allows the creation of 

electronic signatures within the meaning of the U.S. eCommerce Laws. Connective has also included 

in Connective eSignatures means guaranteeing the long-term validity of these electronic signatures, 

namely an integration with third-party electronic time-stamping providers which are officially recognized 

certificate authorities. 

In this context, Connective eSignatures as an electronic signature solution allows the management of a 

signing process that complies with the requirements for a variety of electronic signatures foreseen under 

the U.S. eCommerce Laws. 

Note: this analysis is purely intended as a legal assessment under the rules of the U.S. eCommerce 

Laws, and is not a technical assessment in any way. Furthermore, this analysis is not customized to 

any particular type of transaction – whether consumer or business-to-business. As certain documents 

are excluded from coverage by the U.S. eCommerce Laws, and other types of documents must meet 

different legal requirements to be accepted in electronic form, it is recommended that users of 

Connective eSignatures verify which settings are most appropriate in light of the nature of the 

document(s) being executed and desired legal consequences.
1
 

                                                      

1 This White Paper does not discuss the creation of electronic chattel paper or transferable records 

under the eCommerce Laws or the Uniform Commercial Code Article 9, and it is recommended that 

users consult with counsel on the creation of such documents. Additionally, it should be noted that, in 

many jurisdictions, the use of electronically executed documents where the documents are required to 

be notarized or filed in public records, frequently requires governmental approval or compliance with 

specific electronic standards, formats and other requirements.  
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6.2 REGULATORY FRAMEWORK 

6.2.1 GENERAL STRUCTURE 

The United States has a two-tier structure of laws – federal and state. Federal applies to the entire nation 

and to transactions involving parties of different states; however state laws apply only to the specific 

state and transactions conducted within that state. With respect to the U.S. eCommerce Laws, ESIGN 

was enacted at the federal level while UETA is enacted at the state level. 

While ESIGN and UETA are very similar, there are substantive differences. It is important to consider 

which law applies to a given transaction. ESIGN affects writing and signing requirements of both state 

and federal U.S. laws. Federal writing and signature requirements will always be governed by ESIGN. 

Additionally, ESIGN overrides state law with respect to transactions in or affecting interstate or foreign 

commerce. Like the eIDAS Regulation, ESIGN is directly applicable to each of the U.S. states and does 

not need to be adopted by each state with respect to such transactions. 

For those transactions that are not affecting interstate or foreign commerce, ESIGN, by its terms, allow 

states limited authority to modify, limit or supersede ESIGN by adopting either: 

• The official text of UETA; or  

• Any other law which is consistent with ESIGN and does not require or give preferential status to any 

specific technology. 

If a state enacts the official version of UETA, then the UETA provisions may supersede the provisions 

of ESIGN with respect to state law (but not U.S. federal law). If a state adopts an alternative to UETA, 

however, that alternative is preempted by ESIGN to the extent such alternative is not consistent with 

ESIGN. Therefore, for most purposes, a cautious approach would assume that ESIGN sets the baseline 

rules for those states that have not enacted the official version of UETA. For this reason, the discussion 

below reviews both ESIGN and the official version of UETA. 

6.2.2 ESIGN 

ESIGN establishes a general rule of validity which provides that electronic contracts and electronic 

signatures cannot be denied legal effect solely because of their electronic form. ESIGN allows for many 

possible variants of the concept of “electronic signature”. ESIGN defines an electronic signature as an 
“electronic sound, symbol or process, attached to or logically associated with a contract or other record 

and executed or adopted by a person with the intent to sign the record.” However, unlike the eIDAS 
Regulation, ESIGN does not specify exactly what form an electronic signature should take, but rather 

allows parties to determine for themselves the technology that is most effective for them and for the 

transaction at hand. The choices could range from a simple click-through process (e.g., an “I Agree” 
button), to a PIN number (e.g., an SMS OTP), to a single string of numeric code that is encrypted, to 

electronic scanners that read thumbprints or eye patterns, or any combination thereof. ESIGN also does 

not address the issue of authentication. 

It is important to note the use of the term “process” in the definition. This means that the creation of an 

electronic signature under ESIGN may involve multiple steps and consideration of surrounding 
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circumstances. For example, as part of a contract execution, assume that a signatory appears at a 

business’s offices, where his identity is verified by reference to his driver's license and other 

identification. The signatory is then placed in front of a computer, where he types his name at the end 

of an electronic form contract intending to signify acceptance of the contract terms, and the business 

also notes on the form the steps taken to identify the signatory. The entire process, including the 

verification of identity and the affixing of the typed name to the contract, would constitute a “process” 
resulting in an electronic signature. 

Different from the eIDAS Regulation, the ESIGN definition of an electronic signature also requires that 

the signatory intend to sign the record, and not only that the signatory use the sound, symbol or process 

to sign. But ESIGN does not address exactly how a signatory must manifest such intent. Currently, a 

number of conventions are used with written documents in order to provide evidence of the intent to 

sign: placement of the signature at the end of the document, statements above the signature that the 

signatories are signing the document to demonstrate their agreement to the terms in the document, 

notarized acknowledgments of the signature, etc. Because the requirement of an intention to sign is built 

into the definition of an electronic signature under both ESIGN and UETA, parties hoping to enforce 

signed records at a later date should include a certain amount of ceremony as part of the electronic 

signing process; failing to do so creates the risk of a later claim that there was no intent to sign, and 

therefore no valid electronic signature.  

An “electronic record” under ESIGN is a record created, generated, sent, communicated, received or 
stored by electronic means, which record is stored in an electronic medium and retrievable in 

perceivable form. Essentially, all that is required is that the information be stored in electronic form and 

may be retrieved for review. The requirement that the electronic record be “retrievable in perceivable 
form” is an objective, and not subjective, requirement. To qualify, it is not necessary that the specific 

recipient be able to comprehend the information contained in the record, just that someone could 

comprehend it. For example, a data file stored on a hard drive which displays information in Spanish is 

a record for purposes of ESIGN, even if the person reviewing the record cannot read Spanish.  

There is a condition to ESIGN's general rule of validity of electronic records. If a contract or other record 

is required by another U.S. statute, regulation or rule to be made “in writing”, the legal effect, validity, or 
enforceability of an electronic record of such contract or other record may be denied if such electronic 

record is not in a form that is capable of being retained and capable of being accurately reproduced for 

later reference by all parties. Thus, electronic records required to be in writing must be capable of being 

retained and accurately reproduced for later reference. 

6.2.2.1 Consumer Consent Process. 

As a general matter, ESIGN does not require any person to agree to use or accept electronic records 
or signatures. However, consumers receive special protection under ESIGN.2 Under ESIGN, 
electronic records can satisfy any law that requires that records be provided to consumers “in 

                                                      
2 The term "consumer" is defined in ESIGN as “an individual who obtains, through a transaction, 
products or services which are used primarily for personal, family, or household purposes, and also 
means the legal representative of such an individual.” ESIGN §7006(1). Additionally, there are 17 states 
that have incorporated the ESIGN consumer protection provisions into the state UETA. 
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writing” only if (1) the consumer is provided with certain disclosures of the hardware and software 
requirements to access and retain the records (the “ESIGN Consent Disclosures”), and (2) the 
consumer affirmatively consents to being provided with such electronic records and has not 
withdrawn such consent (the “ESIGN Consumer Consent Process”). Furthermore, the consumer 
must consent electronically, or confirm his or her consent electronically, in a manner that reasonably 
demonstrates that the consumer can access information in the electronic form that will be used to 
provide the information that is the subject of the consent. Consent must be obtained first in order 
for the “in writing” requirements to be deemed to be met.3 

There is little legal or legislative guidance to assist with the interpretation of the reasonable 
demonstration requirement. However, the reasonable demonstration requirement is subjective and 
fact-based. It requires a “reasonable” demonstration, not actual proof. A consumer, conceivably 
could raise a defense in a dispute relating to required consumer information that he or she was 
unable to access that information. Therefore, in considering which strategy to use to meet the 
reasonable demonstration requirement, companies should understand that the closer the 
reasonable demonstration comes to actually demonstrating the consumer’s ability to deploy the 
chosen technology, questions are less likely to arise later regarding the effectiveness of the 
particular strategy utilized. 

While ESIGN does not provide for any penalties for noncompliance with the ESIGN Consumer 
Consent Process, failure to comply with the ESIGN Consent Disclosures may result in untimely 
notice of the underlying information or exposure to significant statutory damages and other 
remedies associated with the substantive law underlying the transaction. Nonetheless, the legal 
effectiveness or enforceability of any contract entered into with a consumer is not void if the 
reasonable demonstration requirement is somehow not met. ESIGN specifically provides that the 
“legal effectiveness, validity, or enforceability of any contract executed by a consumer shall not be 
denied solely because of the failure to obtain electronic consent or confirmation of consent by that 
consumer in accordance with the reasonable demonstration requirement.” 

ESIGN also does not impose any type of verification requirement on the part of the record provider 
to ensure that required consumer information was actually delivered, received, or read - although 
such a requirement may exist under other law applicable to the transaction. However, the purpose 
of the ESIGN Consumer Consent Process is to verify at the outset4 by self-reporting or otherwise 
that the consumer is capable of accessing required consumer information in the format being used 
by the provider of the record.  

6.2.3 UETA 

UETA is a uniform law that each state of the U.S. may choose to enact, in full or in part,  or in 
modified form, as state law. Forty-seven (47) of the U.S. states have adopted UETA in some form. 

                                                      

3 Changes to the hardware or software requirements over time may require the ESIGN Consumer 

Consent Process be again utilized. 

4 As discussed above, such verification may also be required upon any material change in the hardware 

or software requirements to access or retain the record. 
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UETA differs from ESIGN in that it applies only to transactions between parties which have agreed 
to conduct transactions by electronic means. Whether the parties agree to conduct a transaction by 
electronic means is determined from the context and surrounding circumstances, including the 
parties' conduct. However, as with ESIGN, UETA provides for the legal validity of electronic 
signatures and records, and UETA’s definitions of the terms “electronic record” and “electronic 
signature” are materially similar to those of ESIGN.   

Unlike ESIGN, UETA includes a provision addressing attribution of electronic records, which 
governs disputes when one party has relied on an electronically signed record but the apparent 
signatory of the record disavows it. Under UETA, a signature is attributable to a person if it was the 
act of the person. The act may be shown in any manner, including a showing of the efficacy of an y 
security procedure (such as a password or PIN) applied to determine the person to which the 
electronic signature was attributable. Moreover, the effect of an electronic signature attributed to a 
person is determined by the context and surrounding circumstances at the time it was executed or 
adopted, including the parties' agreement. 

Again, similar to ESIGN, UETA’s general rule of legal validity is also conditional upon the ability to 
retain the record, if the record must be provided “in writing” under other law. UETA also specifically 
states that an electronic record is not capable of retention by the recipient if the sender or its 
information processing system inhibits the ability of the recipient to print or store the electronic 
record. Certain state implementations of UETA also adopt the ESIGN Consumer Consent Process 
and the ESIGN Consent Disclosures for records that must be provided “in writing” to consumers. 
Moreover, even if there is no requirement to deliver or otherwise provide information in writi ng, if a 
sender inhibits the ability of a recipient to store or print an electronic record, that electronic record 
is not enforceable against the recipient. Thus, the sender must assure that the recipient receives 
and can retain the information.  

6.3 CONNECTIVE ESIGNATURES COMPLIANCE 

ASSESSMENT 

6.3.1 Description of Connective eSignatures.   

The White Paper provides a description of certain functionality and configuration options available 
in Connective eSignatures. Additional functionality and configuration options are described below 
relevant to Connective eSignatures’ compliance with the U.S. eCommerce Laws.  

When configuring documents for signature, the initiator of the signing process (i.e., the authorized 
user of the Connective customer) may manage legal notices in the signing portal when configuring 
a signature package. These legal notices can be defined on an individual signer level, to comply to 
certain requirements. For example when a signer needs to fill in ‘Read and approved’ or any other 
legal notice that is required to comply to specific regulation before signature.   

After configuring the electronic documents for signature, an email is sent to the signatory inviting him or 

her to click a link in the email to electronically sign the electronic documents. This link is a unique URL 

for the signing session. When a signatory clicks the link in the email signing invitation, the electronic 

documents for signature are displayed in the WYSIWYS (What You See Is What You Sign) interface of 



 

 

Connective eSignatures  July 2019 DLA Piper  25 

Connective eSignatures. The WYSIWYS interface includes a button on the left side which states 

“Reject”. The signatory can click “Reject” and insert his/her reason for rejection at any time before 
signing is completed to decline to sign the electronic documents. Additionally, the WYSIWYG interface 

includes a button on the left side which states “Download”. Clicking this button allows the signatory to 

download all documents in unsigned form for review prior to execution.5 

The WYSIWYS also displays in the documents the signature locations for all signers, indicating the 

available signing method or methods chosen by the initiator for execution of the electronic document. 

The signatory must first scroll through the entirety of all the electronic documents posted in Connective 

eSignatures for review and execution before the bottom of the WYSIWYS activates a click box which 

states “I declare that I have read all documents and I agree with the ‘Privacy Policy’ and ‘Cookie Policy’”. 
Additionally, a second click box is displayed below which states “ I declare that I have opened and read 

the ‘Terms of use’ and ‘ESIGN Consent’, and I agree with their terms” next to a button entitled “Start 
Signing”. The phrase ‘ESIGN Consent’ is displayed in blue and underlined as a hyperlink which, when 
clicked by the signatory, opens a scrollable pop up window which displays ESIGN Consent Disclosures.6 

Connective eSignatures requires the signatory to click the hyperlinks for the ‘Terms of use’ and the 
‘ESIGN Consent’ to view each of those documents before the second click box becomes active.  

The signatory must click both boxes to accept the ESIGN Consent, as well as the Terms of use, Privacy 

Policy and Cookie Policy of Connective, and then the “Start Signing” button becomes active. The 
signatory clicks “Start Signing” to begin the signing process. Once “Start Signing” is clicked, Connective 

eSignatures takes the signatory back to the first signature box of the first document and a pop-up screen 

appears which offers the signatory the ability to “Select a signing method”, if multiple signing methods 

are made available by the initiator, and displays the icon(s) of the signing method(s) (e.g., manual 

signature, electronic identity cards, SMS OTP, Email OTP, etc.). The signatory then chooses an 

available signing method and completes signing using the selected signing method.  For instance, the 

manual signature signing option would then display a screen allowing the signatory to draw their 

signature and click “Sign” to apply the signature in the initial signature area. An SMS OTP signing 

method would ask the signatory to confirm the last 4 digits of their telephone number and then request 

the signatory to input the code sent to that telephone number to sign the electronic document. 

Once the signature is selected and made by the signatory, the electronic document is sealed by the 

application of an X.509 digital signature using the Connective EUTL (European Trust List) or AATL 

(Adobe Approved Trust List) certificate, or, in case of a qualified signature, the personal certificate of 

the signer, and embedded into the seal is all available identification information about the document’s 
signatory, the time and date of signature, and the signature method used. The signature box on the 

electronic document is populated with the following statement, “Digitally signed by Connective 
eSignatures on behalf of [signatory name]” or in case of a qualified signature, “Digitally signed by 

                                                      

5 If the signatory clicking “download” in the WYSIWYS is the second or a subsequent signer in a 
transaction, the documents downloaded do not display any previously embedded signatures but are the 

original uploaded documents, for review purposes only, without signatures. 

6 If a Connective customer wishes to use their own form ESIGN Consent, the customer may customize 

this function by presenting the customer’s form ESIGN Consent Disclosures as the first document in the 
signing package. 
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[signatory name]”.  The statement also includes the timestamp, as well as a statement indicating which 

signature method was used and the information provided to sign. For example, if a manual signature 

was used, the drawn signature of the signatory is displayed above the statement. If SMS OTP was used, 

the signature box would display the telephone number used and the OTP provided by the signatory. If 

an email OTP was used, the signature box would display the email address used and the OTP provided 

by the signatory.  

The above process is repeated for each signature field in each document until all signature fields are 

completed by the signatory. The above process is then repeated for each required signatory until all 

documents posted in Connective eSignatures are fully executed. 

The fully executed documents are displayed on Connective eSignatures for printing by the signatories 

or for download in PDF format. Alternatively, the signatories, if they are registered users, may log onto 

Connective eSignatures at a later date to retrieve the documents, or if they are not registered users, 

they may download the documents via the URL link provided in the confirmation email delivered to all 

signatories by Connective eSignatures after completion of signing.  

Connective eSignatures also captures the events involved in the signing process - from the upload of 

the unsigned documents through the application of the last signature - in a system audit trail which is 

also digitally sealed by the application of an X.509 digital signature using the Connective EUTL 

(European Trust List) or AATL (Adobe Approved Trust List) certificate. The audit trail is accessible by 

the Connective customer. 

6.3.2 How Connective eSignatures Can Support Compliance 

with the U.S. eCommerce Laws  

6.3.2.1 Connective eSignatures Meets the eCommerce Laws’ 
Requirements of an Electronic Signature 

With respect to the use of electronic signatures, both ESIGN and UETA define an electronic signature 

as any (1) sound, symbol, or process, (2) attached to or logically associated with a record, and (3) 

executed or adopted by a person with the intent to sign the record. Neither ESIGN nor UETA specify 

exactly what form an electronic signature should take, but rather each allows the parties to determine 

for themselves the technology that is most effective for them and for the transaction at hand. Connective 

eSignatures allows the initiator of the signing process to select any of multiple signature types (manual, 

biometric, email OTP, SMS OTP, iDIN, Belgian eID, Lawyer ID, itsme, etc.). Regardless of the signature 

type or types selected, the signatory agrees to having read the documents and accepts the ESIGN 

Consent by clicking the “Start Signing” button, and provides the required information for the selected 

signature type (e.g., the OTP, manual drawn signature, etc.). Doing so causes Connective eSignatures 

to apply a digital seal to the electronic document (either using the Connective digital certificate or the 

signatory’s personal certificate), binding into the document the information regarding the signatory, the 

information provided by the signatory to sign, and the signing method used. This approach clearly 

amounts to a “symbol or process” within the definition of an electronic signature under each of ESIGN 

and UETA and meets the requirement that the “sound, symbol or process” be attached to or logically 
associated with the underlying electronic document.  
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The U.S. eCommerce Laws do not change the existing U.S. common law rules concerning contested 

signatures and the burden of proof. If the authenticity of an electronic signature is in dispute, the person 

seeking to enforce the signature will be required to prove that the signature was executed by the person 

against whom enforcement is sought. This means that when a Connective customer accepts electronic 

signatures, it will need to be satisfied that the approach it has chosen is sufficiently verifiable and reliable, 

under the circumstances and for the contemplated purpose, to counterbalance the risk of such a dispute. 

Connective eSignatures also may be configured by the initiator to confirm the signatory’s intent to sign 
the electronic document. The signatory receives an email signing invitation inviting the signatory to sign 

documents and must click the unique URL link in the email to access the documents. Once a signatory 

is displayed an electronic document that requires an electronic signature, the signatory must scroll 

through the entire document before starting the signing process. In the documents, the locations where 

s/he is supposed to sign are clearly indicated by signature boxes containing the signatory’s name. The 
signatory must then agree that s/he has read all documents and agrees with the ESIGN Consent and 

the policies provided before clicking the ‘Start Signing’ button and providing the required information for 
the selected signature type - creating his or her own unique electronic signature utilizing the signature 

method provided by the initiator, and in so doing, the signatory’s electronic signature is applied to the 

first signature field in the electronic document(s). Once the signatory has completed providing such 

required information to create the initial electronic signature, s/he will move on to the next signature field 

in the document(s) and repeat this process for each electronic document (and each location within that 

document) that requires a signature.  

Taken together, these affirmative acts— clicking the email URL, agreeing that the signatory has read 

the documents and accepting the ESIGN Consent, clicking the  ‘Start Signing’ button, selecting the 
optional signature method, providing the information to create and apply his or her signature—
demonstrate the signatory’s intent to sign the electronic documents because the process leading up to 

those actions clearly establishes that those actions will result both in the signatory’s signature and the 
signatory becoming obligated on that document. Connective eSignatures captures these affirmative acts 

by the signatory both in its audit trail and in the signature field itself. These signatures (and the signed 

electronic documents) are protected from alteration by application of Connective eSignatures’ digital 
certificate or personal certificate for each individual signer to the signed electronic documents. 

Connective eSignatures further allows the signatory to view the electronic documents in perceivable 

form during the signing process in the WYSIWYS user interface, and the signatory may choose to 

download the unsigned documents for review at any time prior to or during execution. Thus, electronic 

documents executed on Connective eSignatures would meet the definition of an electronic record under 

ESIGN and UETA. 

Therefore, the electronic signature created using Connective eSignatures, if properly configured, would 

meet the definition of an electronic signature under the U.S. eCommerce Laws because, taken together, 

the electronic signature is (1) a sound, symbol, or process, (2) attached to or logically associated with a 

record, and (3) executed or adopted by a person with the intent to sign the record. 
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6.3.2.2 Connective eSignatures Meets the eCommerce Laws’ 
Requirements of an Electronic Record Capable of 

Retention  

As previously noted, the U.S. eCommerce Laws require that the signatory be able to retain copies of 

records for future reference. Connective eSignatures displays the electronic documents in the 

WYSIWYS user interface as rendered images in the signatory’s browser or in a mobile application, 
meaning that the signatory must be able to view the documents clearly in the WYSIWYS web user 

interface to accomplish the signing process. If the signatory cannot view or access the WYSIWYS web 

user interface, he or she could not view the electronic document(s) and could not electronically sign or 

submit the executed electronic document because the signature areas are indicated within the displayed 

electronic document. This process reasonably demonstrates the signatory’s ability to receive and view 
electronic documents in the format provided during the signing session. 

Computers today (as well as mobile devices) rarely need a dedicated PDF viewer to open or view PDFs 

because, at a minimum, most mainstream web browsers provide such functionality (and the signatory 

will need a mainstream web browser to access Connective eSignatures).  Even if the signatory’s web 
browser does not support such functionality, many computers come pre-loaded with programs that allow 

users to open and view PDFs.  And if neither of those options is available, Adobe Acrobat Reader is a 

free application that the signatory can download on his or her computer.  

With regard to electronic documents that are signed by a signatory, Connective eSignatures appears to 

meet these requirements as Connective eSignatures applies a digital seal or signature on the 

documents with a Connective certificate or personal certificate for each individual signatory after full 

execution and provides the signatory with multiple methods of retaining the sealed and signed electronic 

documents. First, Connective eSignatures allows signatories to download and/or print an electronic copy 

of the executed electronic documents in PDF both before signing and after signing at the conclusion of 

the signing session. Second, the signatory is provided an email once the document is executed with a 

link to download the completed and signed electronic documents in PDF format. Third, the signatory, if 

s/he is a registered user, can also log on to the Connective eSignatures portal to access for print or 

download the completed and signed electronic documents in PDF format.   

6.3.2.3 Connective eSignatures meets the UETA Additional 

Requirements  

6.3.2.3.1 Agreement to Conduct Transactions by 

Electronic Means 

Signatories have a choice as to use or accept electronic records and electronic signatures in place of 

required writings or handwritten signatures. A general agreement to use electronic records and 

signatures is a prerequisite to engaging in electronic transactions. The form of an agreement to transact 

electronically can be either (1) express or (2) implied. 
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To the extent that signatories are not consumers, the signing process employed by Connective 

eSignatures demonstrate that the signatories have agreed to proceed electronically. To the extent that 

signatories are consumers, the signing processes employed by Connective eSignatures demonstrate 

that the signatories have agreed to accept electronic signatures and records and have not clicked 

“Reject” to withdraw such consent.7 These processes are described in detail in 7.2.1 above. For these 

reasons, Connective eSignatures sufficiently captures a signatory’s agreement to utilize electronic 
signatures and records. 

6.3.2.3.2 Attribution 

As discussed above, under UETA, a signature is attributable to a person if it was the act of the person. 

The act may be shown in any manner, including a showing of the efficacy of any security procedure 

(such as a password or PIN) applied to determine the person to which the electronic signature was 

attributable. Moreover, the effect of an electronic signature attributed to a person is determined by the 

context and surrounding circumstances at the time it was executed or adopted, including the parties' 

agreement. 

Connective eSignatures’ system process begins with upload of an electronic document to the secure 

Connective eSignatures website. Access to the document is permitted to the signatory through a unique 

URL link delivered to the signatory at the signatory’s provided email address, and the signatory must 
acknowledge that the signatory has read all documents and agree with the ESIGN Consent, before 

clicking the ‘Start Signing’ button and taking all actions required to apply his or her electronic signature. 
Additionally, the initiator of the signing process may configure Connective eSignatures to require the 

signatory to choose between different means of electronic signature, such as email or SMS OTP or 

biometric data or a manual signature, or an electronic identity card, requiring the signatory to provide 

additional data and information to uniquely attribute the electronic signature to that particular signatory. 

As discussed in 7.1 of the White Paper, Connective eSignatures captures each key step in the signing 

process both in a secured audit trail and in the signature fields themselves. The signature field includes 

the date and time the document was signed, the signatory information, the signature method information, 

the signature certificate information, and the legal notice (if applicable).. However there still is an 

additional separate audit trail which includes the date and time a document was uploaded, the date and 

time the document was signed, information on the signing method used, the name and email address 

of the signatory who applied the electronic signature, and the signature certificate information. 

Furthermore, after the document is fully executed and the audit trail updated accordingly, Connective 

eSignatures generates and stores that electronic document along with its related audit trail.  

                                                      

7The agreement by consumers to proceed electronically depends in large part on the sufficiency of the 

language of the ESIGN Consent containing the ESIGN Consent Disclosures required by ESIGN and 

those state UETA enactments that have adopted the consumer protection requirements of ESIGN. The 

language of the ESIGN Consent used by Connective or any Connective customer is outside the scope 

of this White Paper. 
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The above security processes and procedures employed by Connective eSignatures in the creation 

and execution of electronic documents fairly attribute an electronic signature within one of those 

electronic documents to the corresponding signatory. 

6.4 CONCLUSION 

With its breadth of signing methods supported, Connective eSignatures allows the initiator of the signing process 

to choose the settings that are most appropriate to the electronic document in question and the intended legal 

consequences. With this properly done, we conclude with a high level of confidence that Connective eSignatures 

is a tool that, in conjunction with appropriate and legally compliant processes, allows the production of electronic 

signatures and records with respect to certain transactions, each as defined in the U.S. eCommerce Laws. 
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